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Abstract

High-performing authenticated encryption schemes are essential for modern communication systems to provide both
confidentiality and authentication. However, although many schemes have been evaluated for their performance and are in
wide-spread use today, there are relatively few examples of comparative studies showing how authenticated encryption
schemes compare against each other with respect to their security bounds or resistance to forgery. Furthermore, most
performance comparisons have been made between abstract modes of operation that do not provide guaranteed security
from either authenticated encryption or integrity protection; and thus there is no definitive security assessment for these
modes of operation. In this paper, we provide a comprehensive analytical and experimental comparison between three
algorithms and three modes of operation (GCM, CCM, and EAX), using multiple variables related to performance
(encryption time, decryption time and throughput), as well as formal performance metrics (authentication strength,
probability bounds of forgery, and integrity through tag manipulation). The results of the study illustrates that there are
significant differences in performance between GCM, CCM, and EAX regarding their throughput. The EAX value
recorded using the AES algorithm was the best performer, while Blowfish had the second best performance, and the CAST
algorithm had the lowest. For all comparisons, the authentication failure probability was always below the established
cryptographic threshold for authentication success. This research provides a comparative performance-security outline for
each algorithm-mode, and the findings can serve as a reference for choosing the appropriate algorithm-mode for
authenticated encryption systems.
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1. Introduction

Cryptography refers to the principles, systems, and algorithms required to protect communication and the sharing of
information when exchanging information between one or more parties[1],[2]. It is typically described as protecting
sensitive information so that it is not revealed to unauthorized third parties and, thus, protecting to some degree the
confidentiality, integrity, and authenticity of that information via the communication of different formats. The main
objectives are to: confidentiality, integrity, authentication and non-repudiation;[3], [4], confidentiality is to denote that the
information is only viewable by the intended entity,[5] [6], integrity is to mean that the message sent is only what the
sender intended [7], [8]. Authentication denotes that a message can be proven to be either true or false based on credentials
[9], [10]. Additionally, non-repudiation denotes that the sender cannot deny sending the message or contents of that
message [11], [12]. Furthermore, there are various different types of cryptography, such as: symmetric-key and
asymmetric-key algorithms, hashes and digital signatures [13]. A symmetric-key algorithm uses the same key for both
encryption of the information and decryption of the information[14]. With symmetric-key algorithms you will need to keep
the key secret from everyone, including any adversaries. Two examples of symmetric-key algorithms are AES and DES
[15],[16]. Asymmetric-key algorithms, on the other hand, use a key pair. One of the keys is public and can be used by

@ ® This is an open access article under the terms of the Creative Commons Attribution License, which permits use,
BY distribution and reproduction in any medium, provided the original work is properly cited. © 2025 The Authors

https://www.muthuni-ojs.org/index.php/mjet/index

25



26 Muthanna Journal of Engineering and Technology

anyone to encrypt the information while the other key, the private key, is kept to decrypt the information. One example of
an asymmetric-key algorithms is RSA. Block ciphers can block encrypt/decrypt, and when dealing with a large amount of
data, you can also just block encryption instead of encrypting all of the data: you can accomplish that with some modes of
operation and block ciphers. The modes of operation are ECB, CBC, CTR, OFB, and CFB [17], [18]. The modes of
running a block cipher give methods for processing and running the block cipher on larger than a block of data, that also
more securely and more quickly.

1.1 Types of Cryptography

Cryptography encompasses the processes and methods of converting information into a form that conceals its substance,
thereby ensuring that its content remains undisclosed to unintended recipients. It facilitates the secure emission,
transmission, and storage of information, thereby enabling entities to communicate without apprehensions about the fear of
security compromise or the need for surveillance.

Cryptography is typically classified as symmetric, asymmetric, hash functions, and digital signatures [19]. Symmetric
cryptography uses the same key for encrypting and decrypting. Asymmetric cryptography uses a key pair for a process,
where one key is public and the other is private, also known as public key cryptography. Each key is used for one direction
of the process.[20], [21] [22].

Block ciphers constitute a category of symmetric-key encryption techniques that transform fixed-length blocks of plaintext
into ciphertext by concealing the original data with a key-based cryptographic transformation. Since messages often exceed
the size of a single block, various block cipher modes of operation have been developed to enhance security and efficiency.
These modes enable block ciphers to securely process messages of arbitrary length, transforming encryption and decryption
into repetitive operations on multiple blocks [2],[23].

1.1.1 Symmetric Cryptography

Symmetric cryptography utilizes a common key for encryption and decryption sensitive information. Terminology in
symmetric cryptography often includes: single key, private key, secret key or shared key cryptography. Symmetric
encryption can employ either stream ciphers or block ciphers. There are numerous algorithms, including, AES, DES,
3DES, and Twofish that primarily differ in block size, key size, and the number of rounds [24], [25], [19], [26], [27], [28],
[29].

Block ciphers are one of the fundamental components of symmetric cryptography. A block cipher encrypts a fixed-size
block of data and generally operates on blocks sizes of 64 bits or 128 bits, and applies an invertible transformation using
the secret key. The security of a block cipher is predicated on the choice of a pseudorandom permutation from the set of all
permutations on the block space [30]. For the most part, the goal is to encrypt data that is greater than a single block,
therefore modes of operations define how to securely apply the block cipher to large message [31], [23], [32].

1.1.2 Asymmetric Cryptography

Asymmetric cryptography uses a pair of keys - a public and a private key [33]- to provide confidentiality, authentication
and non-repudiation [26], [19]. The public key encrypts the message; the private key signs the message. The operations can
be inverted for decryption and signature verification. Hence, a sender with the recipient's public key can securely send a
confidential message. The sender possessing his or her own private key allows the sender to create a verifiable and non-
repudiable signature. However, asymmetric cryptography is often too slow to use on its own, so in practice, symmetric
cryptography is used for bulk data and asymmetric cryptography is used solely to transfer a symmetric key [34].

1.2 Modes of Operation for Block Ciphers

Block ciphers operate on fixed-length strings of bits, such as 64 bits for DES or 128 bits for AES. Plaintext is divided into
blocks, a block cipher transformation is executed via a mode of operation for each block, and the outputs from each
encryption operation are combined to form the full ciphertext. To decrypt, the reverse operations are performed on the
ciphertext to recover the plaintext [35]. A mode of operation is an algorithm which utilizes a block cipher to provide
information services such as confidentiality or authenticity. The most well-known are ECB, CBC, CTR, OFB, and CFB
[23][36].

1.2.1 Electronic Code Book (ECB) mode
In this mode each block of plaintext is independently encrypted with the block cipher using a secret key. ECB is simple,

allows concurrent encryption, but is really only appropriate for random/plaintext messages or short messages. ECB does
not hide data patterns well.

1.2.2 Cipher Block Chaining (CBC) mod



Muthanna Journal of Engineering and Technology 27

In CBC confidentiality is enhanced in that each block of plaintext is XOR-ed with the preceding ciphertext block before it
is encrypted. This ensures that identical blocks of plaintext will encrypt to different blocks of ciphertext. The first block of
plaintext is XOR-ed with a random initialization vector (IV). CBC cannot be used for parallel encryption, but it supports
parallel decryption [36], [37]

1.2.3 Counter (CTR) mode

CTR creates key streams by encrypting the successive values of a counter via a block cipher; the key stream produced from
the countered value is XOR-ed with plaintext. The simplicity of counter mode allows the possibility of parallelism and
random access, which is beneficially supportive of these techniques. CTR is secure as long as the same values of the
counter are not reused.

1.2.4 Output Feedback (OFB) mode

OFB converts a block cipher to a synchronous stream cipher. The IV is encrypted and the output subsequently becomes the
next input into the block cipher, or the output stream is XOR-ed to plaintext. As a result of its properties, OFB may also
provide for error-tolerant encryption.[18]

1.2.5 Cipher Feedback (CFB) mode

CFB is analogous to OFB, except the previous outputs of the ciphertext block are used as input into the same block cipher
to produce the output keystream. For this reason cfb is also classified as self-synchronizing stream cipher.

1.2.6 EAX Mode

EAX is an AEAD scheme combining the ECBC and EMAC modes, both derived from a fixed-length block-cipher PRF P.
Its design emerged from efforts to safeguard the broad applicability of the ECBC encryption mode when a specific
authentication function was neglected. EAX lends itself to reliable encryption of data streams within IPsec and a range of
multicast modes compatible with the Kerberos V5 protocol and generic IP on IPv4 or IPv6 networks. Key-generation
protocols enable default security settings when cryptographic parameters remain unspecified or cannot be agreed upon [38].

1.2.7 CCM Mode (Counter with CBC-MAC) mode

CCM provides a way of authenticated encryption based on the standard counter mode of encryption and the cipher block
chaining message authentication code. CCM provides confidentiality and integrity of the authenticated ciphertext, and is
commonly used in any application where IEEE 802.15.4 and the Constrained Application Protocol (CoAP) are often used.
[39]. CCM utilizes counter mode encryption and the CBC-MAC mode of authentication. Note that counter mode can be
parallelizable, so only the MAC, its associated data, and the plaintext will be processed sequentially. The MAC is
calculated over the nonce, associated data, and the plaintext prior to decryption to protect against decryption of a
maliciously authenticated ciphertext. The ciphertext will be accompanied by the tag and remaining fields, including a
cleared version of the nonce. The length of the tag can be between four byes and 16 bytes, and shorter versions will tend to
have weaker security. Common applications would include the various IEEE 802.15.4 standards or any application using
the Constrained Application Protocol (CoAP).[40], [41], [42].

1.2.8 GCM Mode

GCM is a widely adopted mode for commercial and governmental protocols such as TLS, SSH, IPsec, and 5G. Its
popularity indicates both importance in contemporary information security and efficiency of design. The GCM
authentication scheme is at first blush an uncomplicated method of authenticated encryption. The mode engages counter
mode for encryption, ensuring each cipher text block is tagged uniquely, then checks for integrity through the GHASH
function . The GCM and core encryption stages after the initial counter mode preparation illustrate how previous counter
encryption is subject to tag calculation. The provided guidance on nonce handling addresses the very serious challenges
around nonce reuse and pairs it with an exceedingly simple - although easy to do incorrectly - encryption scheme. Because
GCM can compute operations concurrently to a modest degree, data administration operations can occur concurrently with
counter-based operations. This parallel encoding and decryption mechanism will be beneficial for high-throughput
applications in both hardware and software. [43] [44] [42]

Although symmetric encryption algorithms have been extensively studied, there are still several open questions. Much of
the literature has focused on traditional modes of operation (such as CBC, CFB, and CTR). Research studies on new modes
of operation or hybrids, such as EAX mode, GCM and CCM, have been few and far between. In addition, published studies
have not compared multiple encryption types under the same experimental conditions and produced inconsistent results on
performance and efficiency.

In addition, encryption time scalability with increasing file size has not been systematically investigated, making it difficult
to predict performance in large-scale or cloud environments. The balance between security strength and computational
efficiency also remains an open challenge. Finally, there is a lack of comprehensive comparative studies on lightweight
encryption techniques suitable for IoT and real-time applications that require minimal latency and high efficiency.
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2. Related Works

Recent developments in networked systems and the Internet of Things (IoT) have prioritized lightweight cryptography as
traditional encryption algorithms can impose high computational overheads on resource-constrained environments. Many
research papers studied the potential to simultaneously consider security strength and time in these settings by optimizing
encryption mechanisms or implementing new operation modes encryption devices.

AES block cipher using ECM, CBC, OFB, and CFB modes is analyzed in order to differentiate properties of the cipher text
and assess the complexity of block construction for cipher text schemes through the periodic regularities method. The
characteristics of four block modes of operation is considered within two analyses: the first analysis defined periodicity
concerning cipher text, while the second involved the principle of repeated cipher iterations responding to the properties of
cipher text using specific control input data. Results of the analysis of cipher text patterns in relationship to blocks and
encryption iterations, as well as in derived formulas, to establish periodicity with respect to blocks and encryption
iterations. The derived formulas present additional complexity to understanding patterns and trends within the sequence of
cipher text derived from the first iteration of encryption for each mode presented with various key sizes [37].

A particularly interesting paper introduced a new operational mode which alternates between multiple ciphers using
symmetric keys in a structured, pre-defined order to take advantage of increasing efficiency in encryption and decryption
while still maintaining a high level of security. The paper described patterned cipher block (PCB) operations which also
included integrity checks to assess for decrypted and subsequently encrypted ciphertexts, and a two-round handshaking
protocol for the efficient exchange of key and pattern information. The design combines optimized pattern techniques to
improve cryptographic performance and safety in other communication methods from delay-sensitive messaging contexts
to high-security networks. [45]

The selection of which one to use depends on several variables, with the most important being speed, desired level of
security, and the type of application used in the system. The findings also make us think that the CBC mode has the most
desirable speed regardless of key size since it is superior to any other mode of operation. The study hypothesizes that
performance testing of AES is a critical step to improve encryption design efficiency. The performance test would help
end-users and system designers determine which application settings to use to maximize AES performance, efficiency, and
security. Another mechanism for encrypting and decrypting different sizes of files using multiple keys generated is
introduced.[46]

The study also investigates the impact of using multiple keys on symmetric algorithm encryption's security and
performance levels. The multiple keys were already created by using cryptographic hash functions, MD5 and SHA-2 [47].
The algorithms to be used in the testing were Blowfish and CAST, and both were tested in three modes of operation: CBC,
CFB, and CTR. The results of the tests show Blowfish, with the produced multiple keys, worked best using CBC mode,
although Blowfish encrypted and decrypted slowly. Using Blowfish with both CBC and CTR modes yielded the greatest
throughput, and then Blowfish. [48]

In [49], the authors proposed a tree-CBC (TCBC) block encryption method, in which firstly, preprocesses the smart grid
plaintext based on the data's security level. Second, it restructures the CBC mode’s chain structure into a tree structure,
where data blocks with a higher security level are placed deeper in the encryption tree. Third, since the overall security and
encryption time of data encrypted with TCBC depend on the number of forks in the encryption tree. The authors also
compared their scheme to standard modes of encryption: CFB, OFB, CTR, and PCBC.

The paper presents an atomic level of cryptanalysis for AES in the encryption of blocks and multimedia data. The analysis
is conducted on modes of AES, i.e. CBC, ECB, CFB and OFB modes. Several analyses is reported and only for passwords
and block encryption, as multimedia data such as audio, videos and images. Foremother, we study its runtimes by
comparing it with the tested algorithm in the same hardware [18].

The paper discusses the modeling of four AES modes: ECB, CFB, OFB, and CBC, focusing instead on the performance of
the mentioned modes in Cryptool2. The paper employs a modeling approach to investigate the modes of the Advanced
Encryption Standard (AES) algorithm. The methodology focuses on tracking the content of cryptographic transformations
at each stage to enhance understanding of the algorithms. The research introduces two analytical principles: periodicity of
ciphertext and repeated cipher iterations, It compares the characteristic properties of ciphertext across these modes,
highlighting their differences [50].

Recent studies have investigated the use of chaotic systems and frequency-domain transformations to enhance processing
capabilities for block cipher modes in image encryption. In fact, a recently developed and improved block cipher image
cryptosystem is based on three block cipher authentication modes (CBC, CFB, OFB) combined with bit-reversals and the
two-dimensional (2D) chaotic Baker map in the Fourier domain (DFT). This hybrid approach aims to improve the diffusion
and confusion properties of block ciphers to increase resilience against statistical and differential attacks. In this way, this
work adds to emerging literature that begins to highlight the combination of chaos theory and existing cryptographic
schemes as a promising option for creating strong yet efficient image encryption methods [51].

Despite numerous studies on AES and other symmetric algorithms, most existing work has focused on traditional operation
modes such as CBC and CTR. Very few have analyzed mode EAX or compared multiple encryption methods under
identical conditions. Therefore, this research addresses these gaps by proposing a comparative framework to evaluate
encryption performance using the EAX mode with three distinct algorithms, which are AES, Blowfish and CAST. In
addition, modes of operation GCM, CCM and EAX with AES.
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3. Proposed Work

The proposed work aims to evaluate and compare the performance of block cipher encryption algorithms under different
modes of operation, through two main phases that represent the core of the proposed analytical study. In the first phase of
the proposed work, the focus is on the AES algorithm to study the effect of changing modes of operating on overall
performance, considering that it is the fastest and most secure. Three different modes of operation CCM, GCM, and EAX
are selected to be applied to the same set of data size using the same encryption keys.
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Fig. 1: Flow Diagram of the First Phase of proposed Work (AES with GCM,CCM and EAX mode)

The Second phase: Comparison of three algorithms under EAX operating mode. Three different algorithms (AES, CAST,
and Blowfish) is tested using EAX operating mode. Different data sizes in a set of files are encrypted and decrypted to
measure the actual performance of each algorithm. Figures 1 and 2 explain the steps of two phases of the proposed work.
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Fig. 2: Flow Diagram of the Second Phase of proposed Work (EAX mode for AES ,Blowfish, CAST)

To evaluating performance of the modes, four metrics is selected in our proposed work, these are encryption time,
decryption time, encryption throughput and decryption throughput. The selected Modes are integrated the authentication
and encryption process. Thus they are ensure the confidentiality and authentication. As shown in the general codes for
using these modes:

cipher_enc = Algorithm.new(key, AESAlgorithm. MODE (EAX,CCM,GCM)

The above code only to choose the mode and without addition word to mention the authentication. While in the next code is
added tag that indicates to verify the integrity.

Ciphertext.with.tag = encrypt AES.Mode CCM (plaintext, nonce, AAD)

AES algorithm.mode CCM (an encryption scheme that integrated encryption and authentication)[52].
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nonce: Produced random value.

plaintext: The initial text that will be encrypted.

AAD: refers to Associated Authenticated Data which utilizes for authentication process only and not encrypted.
Output: ciphertext and_tag = cipher text + add the authentication tag that confirms data integrity.

GCM Function: It mainly archives encryption process using Counter Mode (CTR). It adds an integrity verification layer
using Galois Field Authentication. The result is secure and authenticated encryption [41].

ciphertext, tag = cipher_enc.encrypt and digest(data)

Explanation: encrypt and_digest():

Encrypts the data, then it calculates an authentication tag that ensures the integrity of the ciphertext.

Output: ciphertext: The resulting ciphertext.

tag: The authentication tag used later during decryption to verify that the data has not been modified.

decrypted data = cipher dec.decrypt and verify(ciphertext, tag)

Explanation: decrypt and verify():

Decrypts the ciphertext, then verifies the authentication tag.

If the tag matches, it means that: The data has not been modified. The key and nonce are correct.

If they do not match, an error will be thrown, indicating that the data has been corrupted or tampered with.
Integrity / Forgery Bound:

If the tag length is t bits, then the probability of successfully forging a single tag is:[53],[40],[54],[55]

Pforgery <27 (1)
When performing independent forgery attempts:
Practical example : q
t=128 bit Protal < 5 )
q=100

100
Pforgcry = m (3)
Piotar ~ 100 x 2718 )

This is a statistically negligible probability.

The following algorithms represent the steps of the proposed work and evaluating performance of studies algorithms with
the GCM, CCM, EAX modes.

Pseudocode 1 and 2 illustrate pseudocode encryption and decryption time for AES algorithm in three modes of operation
GCM,CCM and EAX.

Pseudocode 1: Encryption Time of three modes GCM,CCM and EAX

Input: FileSet = {F1, F2, F3, F4, F5} // Data of different sizes : 100kb, 500kb, IMB, 3MB, SMB
Modes = {GCM, CCM, EAX} // Three modes selected
Output: EncryptionTime[Mode][FileSize] // Array for storing Encryption times

Begin

Initialize all timers and performance metrics
For each Mode in Modes do
For each File in FileSet do
Load Original_File(File)
Start Timer()
Encrypted Data «<— Encrypt(Method1, Original File, Mode)
Stop_Timer()
Time « Calculate Elapsed Time()
Store EncryptionTime[Mode][FileSize(File)] = Time
Save(Encrypted Data, Mode, FileSize(File))
End For
End For

//Evaluating Performance
For each Mode in Modes do
Plot(FileSize, EncryptionTime[Mode])

End For
Display ("encryption performance For Each Modes and Best Mode")
End
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Pseudocode 2: Decryption Time of three modes GCM,CCM and EAX of AES Algorithm

Input: FileSet = {F1, F2, F3, F4, FS} // Data of different sizes : 100kb, 500kb, IMB, 3MB, SMB
Modes = {GCM, CCM, EAX} // Three modes
Output: DecryptionTime[Mode][FileSize] // Array for storing decryption times
Begin
Initialize all timers and performance metrics
For each Mode in Modes do
For each File in FileSet do
Load Encrypted File(File, Mode)
Start Timer()
Decrypted Data «— Decrypt(AES algorithm, Encrypted File, Mode)
Stop Timer()
Time <« Calculate_Elapsed Time()
Store DecryptionTime[Mode][FileSize(File)] = Time

Verify Integrity(Decrypted Data) // Data verification after decryption
End For

End For
Compare DecryptionTime among Modes

Display("Best decryption performance achieved by: ", Best Mode)
End

Algorithm 1 and 2 display the steps of the calculating encryption and decryption throughput of the three modes

Algorithm 1: Encryption Throughput of AES Algorithm with GCM, CCM and EAX Modes
Input: File Set = {F1, F2, ..., Fn},
Key Set= {K1, K2, K3},
Method = AES, Mode = { GCM, CCM, EAX }
Output: Encryption Throughput for each Mode and File Size
1. Initialize encryption parameters and timers.
2. For each file Fi in File_Set do:
a. Measure FileSize = size(Fi).
b. For each encryption Mode Mi € { GCM, CCM, EAX }do:
i. Select key Ki from Key Set according to Mi.
ii. Start timer T_start.
iii. Encrypt Fi using AES algorithm with Ki under Mode Mi.
iv. Stop timer T_end.
v. Compute EncryptionTime =T end - T_start.
vi. Compute Encryption Throughput = File Size / Encryption Time.
vii. Store throughput result for Mi and Fi.
3. Plot Encryption Throughput (MB/s) versus File Size (MB) for all algorithms.
4. Compare the performance of each algorithm.
5. Output the highest-performing AES with selected mode as the optimal encryption configuration.

Algorithm 2: Decryption Throughput of AES Algorithm with GCM, CCM and EAX Modes
Input: Encrypted_Files = {E1, E2, ..., En},
Key Set= {Kl, K2, K3},
Method = AES , Mode = { GCM, CCM, EAX }
Output: Decryption Throughput for each mode
1. Initialize decryption parameters and timers.
2. For each encrypted file Ei in Encrypted Files do:
a. Measure FileSize = size(Ei).
b. For each decryption Mode Mi { GCM, CCM, EAX }do:
i. Select the corresponding decryption key Ki from Key Set.
ii. Start timer T_start.
iii. Decrypt Ei using AES algorithm with Ki under Mode Mi.
iv. Stop timer T end.
v. Compute DecryptionTime =T end - T_start.
vi. Compute Decryption Throughput = File Size / Decryption Time.
vii. Store throughput result for Mi and Ei.
3. Plot Decryption Throughput (MB/s) versus File Size (MB) for all algorithms.
4. Compare the performance of each algorithm.
5. Output the highest-performing AES with selected mode as the optimal decryption configuration.

joed
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In the second phase, the third mode EAX, which performed the least among the three, will be tested with more than one
block cipher algorithm. Here, three algorithms are chosen: AES, Blowfish and CAST. Pseudocode 3 and 4 depict the steps
of the calculating encryption and decryption time.

Pseudocode 3: Encryption Time of EAX Mode for AES, Blowfish and CAST Algorithms

Input: FileSizes =[0.1,0.5, 1, 3, 5] MB
Algorithms = [AES, Blowfish, CAST]

Mode = "EAX"
Output: Encrypted data, Plot of Encryption Time vs data Size
Begin

For each method in Algorithms do
For each size in FileSizes do
File < Generate Or LoadFile(size)
StartTime «— GetCurrentTime()
EncryptedFile < Enecrypt(File, algorithm, Mode EAX)
EndTime « GetCurrentTime()
EncryptionTime «<— EndTime - StartTime
Store(Algorithm, size, DecryptionTime)
End For
End For

Pseudocode 4: Decryption Time of EAX Mode for AES, Blowfish and CAST Algorithms

Input: FileSizes =[0.1, 0.5, 1, 3, 5] MB
Algorithms = [AES, Blowfish, CAST]

Mode = "EAX"
Output: decrypted data, Plot of DecryptionTime vs dataSize
Begin

For each method in Algorithms do
For each size in FileSizes do
File «LoadFile(size)
# from Previous pseudocode, EncryptedFile «— Encrypt(File, method, Mode)
StartTime «— GetCurrentTime()
DecryptedFile < Decrypt(EncryptedFile, method, Mode)
EndTime «— GetCurrentTime()
DecryptionTime < EndTime - StartTime
Store(Method, size, DecryptionTime)
End For
End For
Plot(DecryptionTime vs FileSize for each Method)
End

Algorithms 3 and 4 explain steps of computing encryption and decryption throughput of AES, Blowfish and CAST
algorithms in EAX mode

Algorithm 3: Encryption Throughput of EAX Mode for AES, Blowfish and CAST Algorithms

Input: File Set = {F1, F2, ..., Fn},
Key Set= {KI, K2, K3},
Method = { AES, Blowfish, CAST }
Mode = EAX
Output: Encryption Throughput for each Algorithm and File Size
1. Initialize encryption parameters and timers.
2. For each file Fi in File_Set do:
a. Measure FileSize = size(Fi).
b. For each encryption method Mi € { AES, Blowfish, CAST } do:
i. Select key Ki from Key Set according to Mi.
ii. Start timer T_start.
iii. Encrypt Fi using Mi with Ki under Mode EAX.
iv. Stop timer T end.
v. Compute EncryptionTime =T end - T_start.
vi. Compute Encryption Throughput = File Size / Encryption Time.
vii. Store throughput result for Mi and Fi.
3. Plot Encryption Throughput (MB/s) versus File Size (MB) for all algorithms.
4. Compare the performance of each algorithm.
5. Output the highest-performing algorithm as the optimal encryption configuration.
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Algorithm 4 : Decryption Throughput of EAX Mode for AES, Blowfish and CAST Algorithms
Input: Encrypted Files = {E1, E2, ...., En}
Key Set = {K1, K2, K3},
Method = { AES, Blowfish, CAST }
Mode = EAX
Output: Decryption Throughput for each Algorithm and File Size
1. Initialize decryption parameters and timers.
2. For each encrypted file Ei in Encrypted_Files do:
a. Measure FileSize = size(Ei).
b. For each decryption Method Mi € { AES, Blowfish, CAST}do:
i. Select the corresponding decryption key Ki from Key Set.
ii. Start timer T_start.
iii. Decrypt Ei using AES algorithm with Ki under Mode EAX.
iv. Stop timer T end.
v. Compute DecryptionTime =T end - T_start.
vi. Compute Decryption Throughput = File Size / Decryption Time.
vii. Store throughput result for Mi and Ei.
3. Plot Decryption Throughput (MB/s) versus File Size (MB) for all algorithms.
4. Compare the performance of each algorithm.
5. Output the most efficient decryption algorithm for Mode EAX.

As pertains to the proposed work specified in this section's detailed description concerning encryption algorithms
(including different modes of operation) and their ability to increase the effectiveness of data protection using operations in
sequence, there is a need for practical evidence demonstrating how well the proposed project actually works via
experimental tests. Therefore, the next section includes a description of the working conditions where the proposed
algorithm/test setup is implemented, including both hardware and software configurations, along with the metrics used to
assess their performance. As such, this section will act as a preliminary foundation from which all analysis will be
conducted on the experimental outputs that will be detailed in subsequent sections; specifically: encryption time, decryption
time, throughput measurements and overall purpose relative to evaluation of the overall effectiveness of the proposed work,
as compared against all other relevant approaches.

4. Experimental Setup
4.1 Programming Environment

The results of implementing the proposed work depend on the software and the hardware used. A laptop with core Intel i7
processor and 16GB of RAM will be used. Operating system is Windows 11 Professional. In order to facilitate Python
development, PyCharm will serve as the IDE for writing code and implementation of the algorithm. The testing framework
consists of both proprietary libraries and free open source libraries to allow for accurate measurement of the results of the
proposed solution. The implementation was conducted using the PyCryptodome cryptographic library in Python.

With the programming environment and tools used now fully defined, we move on to presenting and analyzing the results,
to evaluate the performance of the proposed methods and discuss their impact according to the specified experimental
criteria, reflecting the effectiveness of the methodology used.

4.2 Experimental Configuration

= Algorithm: AES-128

=  Modes: EAX, GCM, CCM

»  Message: Fixed plaintext sample,
= AAD: Static associated data

*  Trials per mode: 100

*  Warm-up rounds: 10

4.3 Attack Model: Tag Forgery

In this attack scenario:

During process of decryption message is used ¢ decrypt and_verify()’. If verification yields as false (ValueError), an attack
would be detected.

Mathematically:

If Tag'#Tag then: Reject = Verify (Ciphertext, Tag')
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4.2 Evaluation Metrics

4.2.1 Performance Metrics

*  Encryption Time :The length of time to change the original document into a secure version using the correct key.
= Decryption Time: The amount of time it takes to restore the original document when it is encrypted.
= Throughput: The rate at which data can be processed by the encryption process (usually in B/s, MB/s).

4.2.2 Security Evaluation

Two primary metrics were used:
=  Failure Rate (%)

Detected Forgeries
Failure Rate = x 100
Total Trails

Represents how often forged tags are successfully detected.
=  Detection Time (us)

Measured using high-resolution performance counters to evaluate:
»  Average verification rejection time
=  Standard deviation

5. Results and Discussions

This section will present the experimental results of the proposed work, along with a discussion.

5.1 Performance evaluation
5.1.1 Experimental Results of the First Phase of the Proposed Work

In this phase, encryption time and decryption performance are measured, as detailed below for AES algorithm with three
modes GCM, CCM and EAX.

e Encryption Time Analysis of AES algorithm for AES in GCM, CCM, EAX mode

Figures 3 illustrates the encryption time of AES algorithm with the three modes of operation GCM, CCM and EAX, across
varying data sizes (0.1- 5) MB.

The encryption time follows the same fluidity and patterns. The time taken seems to increase almost linearly with an
increase in file size.

* GCM Mode is always the fastest, then followed by the CCM Mode, then the final Mode is EAX.

* GCM Mode is the best for the encryption process and the slowest mode is EAX.

EncryptionTime_AES vs Data Size
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Fig. 3 Encryption Time of AES in GCM,CCM and EAX Mode
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= Decryption Time Analysis of AES algorithm for AES in GCM, CCM, EAX mode

Figure 4 illustrates the decryption time of AES algorithm with the three modes of operation GCM, CCM and EAX, across
varying data sizes (0.1- 5) MB.
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Fig. 4 Decryption Time of AES in GCM,CCM and EAX Mode
It's apparent that the time required to decrypt increases with file size across each of the three modes. Mode GCM is
consistently the fastest for all sizes, followed by CCM, and Mode EAX also is the slowest. Hence, Mode GCM is the most
efficient for speed during board's decryption.

Table 1: Comparing between three modes for (encryption vs. decryption) time

Aspect: Encryption Decryption
Overall Time: Convergent values for both operations very convergent as well
Fastest Mode: GCM mode in both cases GCM mode in both cases
Slowest Mode: Always EAX mode Always EAX mode
Gradual Behavior: Semi-linear as the size of file increases semi-linear as well

It's obvious that the time taken for both encryption and decryption is nearly directly related, suggesting that the AES is well
balanced in each direction.

All three modes are equally affected by file size, but Mode GCM has the highest performance by time for both encryption
and decryption.

Final Summery : GCM mode is the best. GCM mode has the lowest time for encryption and decryption across all file sizes.
Mode GCM shows more consistent performance than the other modes tested with increasing file size.

Thus, one could argue that mode GCM performs the best if the application requires speed and performance efficiency, but
the other modes could potentially be more secure (depending on if the time differences are related to an increase in process
complexity). Thus, in terms of time performance only, the clear GCM mode is the best.

= Encryption Throughput Analysis of AES in GCM, CCM and EAX mode

The performance analysis in Figure 5 shows that encryption throughput for all three modes is related to the data size and
steadily increases in throughput with data size. This means that with increasing data size the system works more efficiently
for large data sizes, possibly cause the initial and static operations have less impact overall with larger data.
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Encryption Throughput vs Data Size
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Fig. 5 Encryption Throughput of AES in GCM,CCM and EAX Mode

e Mode GCM is the best by a significant margin, reaching speeds of over 1000 MB/s at a size of 5 MB, a substantial
improvement compared to modes in Figures 5 and 6.

e Modes CCM and EAX had nearly the same performance. However, the results for Mode CCM are slightly better than
Mode EAX in most measures and Mode CCM had a higher average speed.

e The differences in speed between restated become even more apparent as file size increased, with mode GCM also
appearing to be the most consistent and efficient with larger files.

= Decryption Throughput Analysis of AES in GCM, CCM and EAX
Figure 6 shows that encryption throughput for all three modes:
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Fig. 6 Decryption Throughput of AES in GCM,CCM and EAX Mode

The decryption curves look and behave much like the encryption curves; we see performance increase with file size, and
the mode rankings maintain their classification order in terms of efficiency. In addition, Mode GCM performed better in
terms of transfer speed, indicating that only Mode GCM encrypts and decrypts efficiently. CCM and EAX Modes are
similar, but mode CCM performed slightly better across all file sizes. The proposed system, in fact, provides a good
balance between encryption and decryption, with no significant lag in either direction. Furthermore, GCM mode encryption
and decryption curves are very similar, indicating a good performance for both CCM Mode and EAX Mode have
differences in encryption and decryption. These results are expected. The way the work in the calculation is nearly identical
and takes approximately the same amount of time.

AES algorithm in GCM Mode. It is fast in both directions, with the time impact on larger file processing greatly reduced. If
a fast system is necessary, this could be a good choice for large files. Mode CCM is a better option where stability is more
important to the user than maximum speed.
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Table 2: Comparing between three modes for (encryption vs. decryption) throughput

Standard GCM Mode CCM Mode EAX Mode

Throughput Encryption Highest & Most Stable Medium Lowest

Throughput Decryption Highest Medium Lowest

Trend with Increasing Volume Best in efficiency and speed Good Performance Acceptable or not bad
Performance

5.1.2 Experimental Results of the Second Phase Analysis Study
In this phase, encryption time and decryption performance are measured, as detailed below
= Encryption Time Analysis of EAX Mode for AES, Blowfish and CAST algorithms
Figures 7 and 8 shows encryption time and decryption time for three algorithms AES, CAST, Blowfish with Mode EAX.
In Figure 7, the relationship between encryption time (sec) and data size (MB) is represented. As shown in Figures, 7 and 8

the encryption time increases gradually with increasing across file size in all three algorithms, a normal behavior driving by
larger the amount of data to be encrypted.
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Fig. 7 Encryption Time of EAX Mode for AES, Blowfish and CAST algorithms

When comparing the three algorithms:
e AES algorithm: Achieved the lowest encryption time in all file sizes, at SMB taking only about 0.013 seconds.
e Blowfish algorithm is faster than CAST and slower than AES (approximately 0.096 seconds at 5 MB).
e CAST algorithm: consumes highest time from the other.

Thus, AES is fastest encryption algorithm and extremely effective at encrypting data quickly.

= Decryption Time Analysis for EAX Mode of AES, Blowfish and CAST algorithm

Figure 8 shows the impact of file size on encryption time. The larger file sizes consume longer decryption times. As the
following comparison between algorithms :

e AES algorithm: Achieved the shortest decryption time across all sizes (about 0.011 seconds at SMB).
e  Blowfish algorithm: ranked second.
e  CAST algorithm: recorded the longest decryption time, exceeding 0.1 seconds at SMB.
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DecryptionTime vs Data Size_ModeEAX
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Fig. 8 Decryption Time of AES, Blowfish and CAST algorithms with EAX Mode

AES remains the most efficient decryption algorithm in terms of time.

Overall comparison between encryption and decryption formats:

In both cases, the AES algorithm consistently outperformed others in speed for both encryption and decryption. The
difference in encryption and decryption times across algorithms is minimal, indicating similar efficiency in both directions.
CAST demonstrates slower performance in both.

Table 3: Comparing and concluding (encryption vs. decryption) Performance of three algorithms

Standard GCM Mode CCM Mode EAX Mode
Throughput Encryption Highest & Most Stable Medium Lowest
Throughput Decryption Highest Medium Lowest
Trend with Increasing Volume Best in efficiency and speed Good Performance Acceptable or not bad Performance

Final Result:

AES algorithm is the best performance within EAX mode of operation because it has achieved the lowest time in both
encryption and decryption, and is therefore best suited for applications that require high speed and efficiency in data
processing.

= Encryption Throughput Analysis for AES, Blowfish and CAST algorithms with EAX Mode

Figure 9 demonstrates the data transfer speed associated with encryption throughput using three algorithms:
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Fig. 9 Encryption Throughput of EAX Mode of AES, and CAST algorithms

e AES: This algorithm performs extremely well in comparison to the other two. The speed starts at about 95 MB/s
when the file size is approximately 0.1 MB but quickly climbs to 400 MB/s at 5 MB. This indicates that the algorithm
is quite efficient in encrypting files as the file size increases.
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e Blowfish: This algorithm has the lowest starting performance (Blowfish approximately 45 MB/Sec) and rises steadily
to about 60 MB/s at a 1 MB file size then remains relatively stable. This demonstrates that performance appears
relatively constant and does not increase significantly as file size increases.

e CAST: This algorithm has the weakest performance that remains stable, ranging from ~45 to 50 MB/Sec across all
file sizes. No improvement occurs as the size increases.

e  Decryption Throughput Analysis for AES, Blowfish and CAST algorithms with EAX Mode

Figure 10 describes the decryption throughput, or data transfer speed, for the same three algorithms.
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Fig. 10 Decryption Throughput of AES, Blowfish and CAST algorithms in EAX Mode

e AES: Again, in all testing occasions, yielded the highest average performance starting above 100 MB/s and ending at
around 440 MB/s for the 5 MB file. Therefore, it came with the best, and most improved, decryption performance

with the larger file sizes.

e Blowfish: Averaged approximately 40 MB/s going to around 60-65 MB/s, and then leveled off Blowfish had very
similar performance behavior to that of the encryption behavior.
e CAST: Again, CAST is consistently and repeatedly the weakest at each performance test, and also leveled off at

around 45-50 MB/Sec.

Table 4: Comparing between three algorithms for (encryption vs. decryption) Performance and final conclusion

Algorithm Encryption performance Decryption Performance general evaluation
AES Fastest and best Fastest and best Best performance
Blowfish Medium Medium Balanced
CAST Slowest Slowest The least efficient

Final Summary: AES is the best algorithm, reason for superiority: the highest throughput in both encryption and decryption

is achieved. Its efficiency improves with increasing data size (i.e., it is suitable for large files).

5.2 Security evaluation

Evaluation process starts with the reading of text file and consider it as a plaintext message. After that, it encrypts the file
using three AEAD modes in AES: EAX, GCM, and CCM. Then it performs a Tag Forgery Attack: an attempt to decrypt

the file using a forged tag. It measures:

Failure Rate (%): The percentage of times the attack is detected (generating a ValueError).
Average Detection Time (us): The average time taken to detect the forged tag in microseconds.

Std of Detection Time (us): The standard deviation of detection times.
Expermantail results display in Figures 11, 12 and 13, and Tables 5, 6 and 7.
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Figures 11,12 and 13 depict the comparisons of average tag forgery detection times for three modes GCM,CCM and EAX .
Tag Forgery Detection Time Comparison

300 ~

250 ~

200 A

150

100 +

Average Detection Time (us)

50 4

(=}
I

g
*

GCM cCcMm
AES Mode

Fig. 11 Average Tag Forgery Detection Time for three modes GCM, CCM and EAX at data size 100kb
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Fig. 12 Average Tag Forgery Detection Time for three modes GCM, CCM and EAX at data size IMB
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Muthanna Journal of Engineering and Technology 41

Tables (5 to7) show the security evaluation results against Tag Forgery attacks for EAX, GCM, and CCM modes at three
data sizes: 100KB, 1MB, and SMB. The analysis focuses on three indicators:

* Fail Rate % (Forgery failure rate)
=  Fail Avg. (us) (Average forgery detection time)
»  Fail Std. (Standard deviation of detection time)

Table 5. GCM, CCM and EAX modes Security Evaluation - Tag Forgery (us) at data size 100kb

Mode Fail Rate% Fail Avg. Fail Std.
EAX 100.0 321.20 69.70
GCM 100.00 114.87 21.78
CCM 100.00 270.77 89.77

Table 6. GCM, CCM and EAX modes Security Evaluation - Tag Forgery (us) at data size IMB

Mode Fail Rate% Fail Avg. Fail Std.
EAX 100.0 3177.14 821.27
GCM 100.00 1305.31 416.34
CCM 100.00 2943.28 649.19

Table 7. GCM, CCM and EAX modes Security Evaluation - Tag Forgery (us) at data size SMB

Mode Fail Rate% Fail Avg. Fail Std.
EAX 100.0 14303.26 1440.52
GCM 100.00 5677.98 1560.38
CCM 100.00 14102.53 2278.53

First: Forgery Failure Rate (Fail Rate%)

All three modes achieved: Fail Rate = 100%

This means that all forgery attempts were successfully detected at all data sizes.

Important security implication: This confirms that all three modes achieve integrity and authenticity.

This aligns with the theoretical security characteristics of AEAD modes.

The probability of successful forgery in practice remains theoretically around = 2'?® (at a Tag length of 128 bits), a
computationally negligible probability. Therefore, in terms of authentication strength, there is no practical difference
between the three modes.

Second: Analysis of Failure Detection Time (Fail Avg.)
= At 100KB
GCM is clearly the fastest.
EAX is the slowest.
The difference is evident even at small sizes.
= AtIMB
All values increased almost linearly with increasing size.
GCM remains the fastest.
CCM slightly outperforms EAX.
= At 5MB : The gap widens.
GCM is approximately: = 2.5 times faster than CCM and EAX
CCM and EAX are very close at large sizes.

Third: Standard Deviation Analysis (Fail Std.)

At small sizes: The deviation is relatively low. However, at SMB: it increases significantly.
Notes: Fluctuation is related to CPU and memory load.

There is no security instability. CCM exhibits the highest fluctuation at large sizes.

6. Conclusion and Future Study

This study offered a structured evaluation of the proposed cryptographic method by integrating performance benchmarking
with explicit security validation. The results approve linear scalability across increasing data sizes, while revealing clear
efficiency differences among the evaluated AEAD modes. AES-GCM consistently achieved superior throughput and lower
latency due to its parallelizable authentication structure, whereas CCM and EAX demonstrated higher computational
overhead stemming from their sequential MAC constructions. From a security perspective, the conducted Tag Forgery
experiments demonstrated complete resistance to adversarial manipulation, with zero successful forged-tag acceptances
across all tested data sizes. The empirical results are consistent with the theoretical authentication bound of 27!%8,
confirming that the probability of successful forgery remains computationally negligible under standard assumptions.
Moreover, AES-GCM showed faster rejection latency, reinforcing its suitability for high-performance secure environments
requiring rapid adversarial detection. Future research will extend the security evaluation by implementing and
experimentally analyzing a Bit-Flipping attack scenario to further examine integrity preservation and error propagation
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behavior under active message modification. This will provide deeper insight into robustness against manipulation at the
ciphertext level and enhance the adversarial validation framework.
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